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Spring Security &4

o Spring Security 278 7|2 72X 0f|A]

@Bean
public SecurityFilterChain filterChain(HttpSecurity http) throws Exception {

return http.authorizeHttpRequests()
requestMatchers("/api/public/**").permitAll()
.anyRequest().authenticated()
.and()
formLogin()
Jbuild();
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Authentication & SecurityContext
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https://docs.spring.io/spring-security/reference/servlet/authentication/architecture.html



0O SecurityContextHolder
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SecurityContextHolder

0 SecurityContextHolder

m ThreadlLocal (default), InheritableThreadLocal, Global 0
SecurityContextE &2t

SecurityContext context = SecurityContextHolder.getContext();
Authentication authentication = context.getAuthentication();
String username = authentication.getName();
Object principal = authentication.getPrincipal();
If (principal instanceof UserDetails) {

String username = ((UserDetails)principal).getUsername();
} else {

String username = principal.toString();
}
Collection<? Extends GrantedAuthority> authorities =
authentication.getAuthorities();



Authentication Method

o Authentication T2 HAME

String getName() — AFE& Xt O| &

Object getCredential() - 55 2t HIZ2H= &)
Object getPrincipal() - 215 M H&
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AuthenticationManager
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Spring Security Architecture

Intercepts Request Intercepts Request

request Valid User has
Credentials Appropriate
Authority
T Validates _
Request Credentials Against Known Validates user has

tials Authority to access

Provides Credentials Protected resource
\ 4
User System Resource
Credential Authorization
Store Declarations




Security Filter Chain
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DelegatingFilterProxy
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FilterChainProxy
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Authentication

o @15 (Authentication)
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Core Authentication Services

0 AbstractAuthenticationProcessingFilter
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AuthenticationManager

o AuthenticationManager @/ E{I{| O] A
. 915 28 A2|o WAl DYE

public interface AuthenticationManager {
// attempts to authenticate the passed Authentication object
Authentication authenticate(Authentication authentication)
throw AuthenticationException;



AuthenticationProvider

0 AuthentlcatlonProwde OlH I O] &
w 2N 2E EAE AT AXHE

public interface AuthenticationProvider {
// perform authentication
Authentication authenticate(Authentication authentication)
throw AuthenticationException;

// return true if this provider supports the indicated Authentication object
boolean supports(Class<? Extends Object> authentication);

}



UserDetailsService

0 UserDetailsService Q1 E{ 5 O] A
s AFEX"E 22| MH[A

public interface UserDetailsService {
// locate the user based on the username
// return a user record
// throws UsernameNotFoundException if the user could not be found
// or the user has no GrantedAuthority
// throws DataAccessException if the user could not be found for
// repository-specific reason
UserDetails loadUserByUsername(String username)
throw UsernameNotFoundException, DataAccessException;



UserDetailsService

0 CustomUserDetailsService £3d 0| A

@Service
public class CustomUserDetailsService implements UserDetailsService {
public UserDetails loadUserByUsername(String username) {
return userRepository.findByUsername(username)
.map(user -> new CustomUserDetails(user))
.orElseThrow(() -> new UsernameNotFoundException("AH& Xt S12");

}
}



UserDetails

0 UserDetails @/ E{I| 0| A
n O1F O|7 AtEXte| #otif AE AE| HE XN&

public interface UserDetails extends Serializable {
Collection<GrantedAuthority> getAuthorities();
String getPassword();
String getUsername();

boolean isAccountNonExpired();
boolean isAccountNonLocked();
boolean isCredentialsNonExpired();
boolean isEnabled();



UserDetails

0 CustomUserDetails 7+ O A|

@RequiredArgsConstructor

public class CustomUserDetails implements UserDetails {
private final User user;
// getAuthorities, getUsername & &
public String getUsername() { return user.getUsername(); }
public String getPassword() { return user.getPassword(); }



Password Encoding

O BCryptPasswordEncoder
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Password Encoding

o BCryptPasswordEncoder 278 O Al

@Bean
public PasswordEncoder passwordEncoder() {
return new BCryptPasswordEncoder();

}

public class CustomUserDetails implements UserDetails {

/] WA E KA X5 =3t
public CustomUser encodePassword(PasswordEncoder passwordEncoder) {
this.password = passwordEncoder.encode(this.password);
return this;



RememberMe Authentication

0 RememberMet= 7| 21°Q 7|5 H=&
m RememberMeAuthenticationFilter

= RememberMeServices
# RememberMeAuthenticationProvider

public interface RememberMeServices {
Authentication autoLogin(HttpServletRequest request,
HttpServletResponse respons);
void loginFail(HttpServletRequest request,
HttpServletResponse respons);

void loginSucess(HttpServletRequest request,
HttpServletResponse respons,
Authentication successfulAuthentication);



RememberMe

0 RememberMe AX O Al

http.rememberMe()
key("uniqueAndSecret")
tokenValiditySeconds(86400);



Login/Logout

o0& 2dQ/2012 915 Adufj/ds X2 278 OfA|
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http.formLogin()
JloginPage("/login")
.defaultSuccessUrl("/home")
failureUrl("/login?error")
.permitAll();

s 20FZ

http.logout()
JogoutUrl("/logout™)
JogoutSuccessUrl("/login")
InvalidateHttpSession(true);
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Authorization
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Authorization
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AccessDecisionManager
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GrantedAuthority
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AccessDecisionManager

o AccessDecisionManager @/ E{I{| O] A
= AccessDecisionManger= Voterg Sl 2 5|8 | 2%
m AffirmativeBased, ConsensusBased, UnanimousBased

public interface AccessDecisionManager {
void decide(Authentication authentication, // AFE Xt
Object object, // B A&
Collection<ConfigAttribute> configAttributes) // £2F 478
throw AccessDeniedException, InsufficientAurhenticationException;
boolean supports(ConfigAttribute attribute);
boolean supports(Class<?> clazz);



URL-Based Authorization

o URL 7|8F Q171 27 O A

http.authorizeHttpRequests()
//Ant T EI S AL 7ts, @80 /admin o9 =2 ADMIN #Hot 28
requestMatchers("/admin/**").hasRole("ADMIN")
//Ant ES ALE 7hs, Q80| Juser t9| ZZ USER/ADMIN Het ZQ
requestMatchers("/user/**").hasAnyRole("USER", "ADMIN")
/] I0IA dolot A 2 BE AEXQIE 2 052 ER
.anyRequest().authenticated();

= hasRole("ADMIN")2 L5 X 2 2 hasAuthority("ROLE_ ADMIN")

s 8% URLO| /admin/** HE ZOIEQA AL ADMIN Het Ze
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ADMIN SfL{2tE O™ St



URL-Based Authorization

http.authorizeHttpRequests(authorize -> authorize
//2H0| Juser NEZQIE QI Z2 USER Mot ZQ
requestMatchers("/user"). hasAuthority("ROLE_USER")
//Ant I ES ALE 7hs, 2780] /mypage St Z2 USER #HoF HQ
requestMatchers( "/mypage/**").hasRole("USER")
/7’81 YA AL Ths
requestMatchers(RegexRequestMatcher.regexMatcher("/resource/[A-
Za-z0-9]+")).hasAuthority("ROLE_USER")
//HTTP METHOD & 82 = 43 7ts
requestMatchers(HttpMethod.GET, "/**").hasAuthority("ROLE_READ")
// POST Ao R = AEZOIE QF2 write MotE ER
requestMatchers(HttpMethod.POST).hasAuthority("ROLE_WRITE")
// R EH= RequestMatcherE & AFE s
requestMatchers(new
AntPathRequestMatcher("/manager/**")).hasAuthority("MANAGER")
//admin/ O|5}9] 2 & 82 ADMIN It MANAGER Het=2 28
requestMatchers("/admin/**").hasAnyAuthority("ROLE_ADMIN","ROLE_
MANAGER")
/] }IOIM Helot Al 2 BH= AEXZQIE FZ 2
.anyRequest().authenticated());
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HttpSecurity.authorizeHttpRequests()
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requestMatchers()

O requestMatchers()

= requestMatchers 0|2~ =
28 orefilyq s& 7|Hh
= I—I.9_'<'5|._I qE QA CHIM e MK YT 2 M LUSHA

= HTTP £782| URL T H, HTTP H|&~E
S= o ¥ HoiN= =8 EOP

Mol 75

= 0|2 SOf SX AP Z20|Tt CSRF 52 H8317L 55
Z20] tfof 52 RPGHK| RES B s

= 0|2 53l 042 2|7 0|42| Bt 97 ARgtol| LA KA Hot
Mg Y Its



authenticated
fullyAuthenticated
anonymous
rememberMe

permitAll
denyAll

access
hasAuthority
hasRole
hasAnyAuthority

hasAnyRole

IS e AFEAte EE

ojAEZ 9l

oI ArE A

OtO| C| 2f

|ot7[E Sofl IS E AAEXAe B2E o8
E

_Q_X-I 0-” AO|O|

o Q
E

S HAMGIX| &2
7

282 oHst R0 HEL[X &2

INIRESS,

Q80| AFEXl H9| AuthorizationManagerE AFE5I0] BNAE 2 (BEH
Al 28 ALE)

AE&RHC| AuthenticationO|= X[ EE #Hetut X|SH=
o100} &t

hasAuthority2| EF=7| 2 ROLE_ L& 7| 2- FAIZ 74
(ROLE_ £ H|2|sl{oF &t

AHE X9 AuthenticationOl= X|H
GrantedAuthorityZ} /L 0{Of &t

hasAnyAuthority2| Et&7|2 ROLE. £ 7|2 HFAIZ
SHOF &)

0|3 MIMO|M Authentication

H M|MOf|Al Authentications A}

GrantedAuthority 7}

= ol & orLie fX[oh=

—

T (ROLE. 2 H 2|



Method-Level Security

0 Method-Level Security
» HME 22 H/20| #ot BAE =d510 2 MO E 7+
s T2 AH|A H B (Service Layer)O| A AHE
o HAME 2ot 2hdst 27
= @EnableMethodSecurity(prePostEnabled = true)=
@PreAuthorize, @PostAuthorize, @PostFilter, @Secured =
ANEE = UAEFE gdsl
o HAME EHoFr HE
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Method-Level Security

o Method-Level Security Of| A

@Secured("ROLE_CUSTOMER_READ")
public Member getProjectsByName(Member member) { ... }

@PreAuthorize("hasRole('ADMIN"")
public String deleteMember(Long id) { ... }

@PreAuthorize("hasRole('USER")")
@PostAuthorize("hasPermission(returnObject. ‘read’)")
public Member getMemberByName(String name) {

}

@PreAuthorize("hasRole('USER")")
@PostFilter("hasPermission(filterObject. ‘'read’)”)
public List<Member> getMembers() {

}



WebSecurityCustomizer
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@Bean
public WebSecurityCustomizer webSecurityCustomizer() {
return (web) -> web.ignoring()
requestMatchers("/css/**", "/js/**", "/images/**", "/favicon.ico");



Session vs Stateless Authentication
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Session vs Stateless Authentication

o Stateless 215

n 015 HE=IWT 5 EE0| Z&otH, MHO| &E N 8l=
O @HOICH 915 HEE HTTP HeaderOf| ESHA|AH M &
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SessionManagement

o M &2 28

= SessionCreationPolicy. STATELESS M| ‘4 QF gF REST API, JWT

oIs LM AE

SessionCreationPolicy. ALWAYS 24 M| Ao
SessionCreationPolicy.IF_REQUIRED (default) 22 A| MM 4
SessionCreationPolicy.NEVER securite= A4 AtE ot 2t

SessionCreationPolicy.INVALID_SESSION_URL("/login”) M| Btz
Al 0|58 URL %
@Bean
public SecurityFilterChain securityFilterChain(HttpSecurity http) throws Exception {
http.sessionManagement()
sessionCreationPolicy(SessionCreationPolicy. STATELESS) // M4 4/ otat
.and()
.authorizeHttpRequests(auth -> auth
.anyRequest().authenticated());
return http.build();

¥



CORS Configuration

o &Y =X HH (Same-Origin Policy)
s HElRK 2o M F oLt
2 IO X|7} 2E =l &X(origin)@t CHE EX 9| E|aAE
= AL ZESt= A= Mt
HOteO| O| 72 Cross-Site 28 S4(CSRF 5) YA 55
= Same Origin 7| &2 T2 E F(http/https) +
E 2l (example.com) + EE(3000) 2 F S &}jof &
o Cross-Origin =X
= M2 LE EX0AM 222 E QF5s 8% BelfX s 28 Xt
= £79|, XMLHttpRequest, fetch() S JavaScriptE &%t Ajax @& A|
=M 7F 2
» 0|& =9, React ZEEME(localhost:3000) -> Spring Boot
3Ol E (Jocalhost:8080) 24



CORS Configuration

o S ZEH-2 CORS (Cross-Origin Resource Sharing)
= AMHZ} H2LR X0 “E™ EX2 282 5|8t "1
I:I=I)\|I-| oz )k-| 01
= O|Z ?[dl HTTP S & o0 Of2f2t 22 CORS &
&l & (Access- Control Allow-Origin) Zgt
= CORS 273 8l0|= Eet2 X7t /¥ XWIE KHEE

Access-Control-Allow-Origin: http://localhost:3000
Access-Control-Allow-Methods: GET, POST, PUT, DELETE, OPTIONS
Access-Control-Allow-Headers: Content-Type, Authorization



CORS Configuration

o CtS1f 42 dHAlo2 CORS AN 5| &
= @CrossOrigin 22 HEEH/HAE +=F0A 5&
= WebMvcConfigurer Mg A7
= http.cors().configurationSource(.)2 E2t HEQ} &%

@RestController
@CrossOrigin(origins = "http://localhost:3000", allowedHeaders = "*") //
ApiContriller 2242 LHS| ZE HTTP 2K Xz of tHsh COrRs @82 *1%
public class ApiController {
@GetMapping("/data")
public Data getData() {
return new Data();

)
)



CORS Configuration

I @Configuration

public class CorsConfig implements WebMvcConfigurer {
@Override

public void addCorsMappings(CorsRegistry registry) {
registry.addMapping("/**")

.allowedOriginPatterns("http://localhost:3000") // Spring Boot 2.4+ O| %
.allowedMethods("GET", "POST", "PUT", "DELETE", "OPTIONS")
allowedHeaders("*") // B2 E 8| 5{&

allowCredentials(true) // X4 SB(F7|/21E) 5{& - allowedOriginPatterns("*")
o e ATH SESHA| S0 R

.maxAge(3600);
}

}
@Bean

public SecurityFilterChain filterChain(HttpSecurity http) throws Exception {
http.cors(Customizer.withDefaults()) // WebMvcConfigurer 878 AL&

.csrf(AbstractHttpConfigurer::disable) // crsf disable for REST

return http.build();



CORS Configuration

@Bean
public SecurityFilterChain filterChain(HttpSecurity http) throws Exception {
http.cors(cors -> cors.configurationSource(request -> {
CorsConfiguration config = new CorsConfiguration();
config.setAllowedOriginPatterns(List.of("http://localhost:3000"));
config.setAllowedMethods(List.of("GET", "POST", "PUT", "DELETE",
"OPTIONS"));
config.setAllowedHeaders(List.of("*"));
config.setAllowCredentials(true); // 215 &2 Zg 5| &
config.setMaxAge(3600L);
return config;
1)

.csrf(AbstractHttpConfigurer::disable)

.authorizeHttpRequests(auth -> auth
requestMatchers("/api/auth/**").permitAll()
.anyRequest().authenticated());

return http.build();

}



CSRF Protection

o CSRF (Cross-Site Request Forgery) Afol E7Zt 98 ¢=
= CSRF 540|2, ArEXZ QIS = M 7o STERO| A,
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CSRF Protection

0 HTML Form 7|8F 278 Al CSRF E2 €8
= Spring Security= <input type="hidden" name="_csrf"
value=".."> € HTML form0| X}z &
= MH= MM E= F7|8 Soll CSRF EZ 42 X &otd 45
= Form 7|HF POST 28 A|, Ot2f{Qt &2 CSRF EZ0| 2t k|0{0f
flx 28= LX|5tA &

<form method="post" action="/transfer">

<input type="hidden" name="%${_csrf.parameterName}" value="%{_csrf.token}"/>

<button type="submit">Transfer</button>
</form>

o REST APIO| M= CSRF H|Zd 37t LBk
= RESTful API= stateless ot 580|222 MM 7|8t CSRF 22 7}
MelohX| A=
= A JWTLE OAuth2 & EZ 7|8t O1F "hAl A}
m Of2iQ} Z'0| CSRF EZ &2 HA|MOo=E H|EM 35}
http.csrf().disable()



JWT Token

o JWT(USON Web Token)

= Header + Payload + Signature 2 4%l Base64 213 T At
= Header - M3 €12[F & Bt FA
{
"alg": "HS256",
"typ": "JWT"
}

m Fayload - 215 dE 8l Claim =& (& S0t, AFE4X} D, #et &)

"sub": "user123",

"role": "ROLE_USER",

"lat": 1715270000,

"exp": 1715273600
}

= Signature — H| 2 7| & 0|82 M3 (HMAC SHA-256 5)
HMACSHA256(

base64UrlEncode(header) + "." + base64UrlEncode(payload),
secret

)



JWT Token

o JWT 215 S & (Stateless)
= AF2XF 270
MNEXZEAHE SHoZ 015 +=d
MH = AFEX HEE 7|80 2 JWTE 44510 S20|AENAH ME
= 28 AJWT HE
=2}0| Y9 E = Authorization: Bearer <token> || Z JWT =gt
= MH= WT 85

Signature, Expiration, Claim 29l
915 K| (SecurityContext)Ol SE3I0 215 X2



JWT Token

o AI2XF Ol= MHE ISHsL0] Stateless Q1 3 JWT
EZ A oA

@Component
public class JwtTokenProvider {

public String createToken(String username, String role) {

Date now = new Date();

Date expiry = new Date(now.getTime() + 3600000); // TA|Zt

return Jwts.builder()
.setSubject(username)
.claim("role", role)
.setlssuedAt(now)
.setExpiration(expiry)
.signWith(SignatureAlgorithm.HS256, secretKey)
.compact();
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@RequiredArgsConstructor
public class JwtAuthenticationFilter extends OncePerRequestFilter {
private final JwtTokenProvider jwtTokenProvider;
private final MemberDetailsService memberDetailsService;
@Override
protected void doFilterinternal(HttpServletRequest request,
HttpServletResponse response, FilterChain filterChain)
throws ServletException, IOException {
String token = jwtTokenProvider.resolveToken(request);
if (token != null && jwtTokenProvider.validateToken(token)) {
String username = jwtTokenProvider.getUsernameFromToken(token);
UserDetails userDetails = memberDetailsService.loadUserByUsername(username);
UsernamePasswordAuthenticationToken authentication =
new UsernamePasswordAuthenticationToken(userDetails, null,
userDetails.getAuthorities());
SecurityContextHolder.getContext().setAuthentication(authentication);

}

filterChain.doFilter(request, response); } }



JWT Token

0 Spring SecurityConfig0ll JWT 215 2H &5
s UsernamePasswordAuthenticationFilter &0l JIWT ZH &5

@Bean
public SecurityFilterChain securityFilterChain(HttpSecurity http) throws Exception {
http
.csrf(AbstractHttpConfigurer::disable)
.cors(Customizer.withDefaults())
.sessionManagement(session ->
session.sessionCreationPolicy(SessionCreationPolicy. STATELESS))
.authorizeHttpRequests(auth -> auth
requestMatchers("/api/auth/**", "/login®, "/signup").permitAll()
.anyRequest().authenticated()
)
.addFilterBefore(new JwtAuthenticationFilter(jwtTokenProvider,
memberDetailsService), UsernamePasswordAuthenticationFilter.class);
return http.build();

}



0 OAuth2 (Open Authorization 2.0)
M3At O Z2|AH O] 0| ALEAL 2|20 28 = JA=E 7//E
Hots FOots T /H3
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AAMEE ALY (Google 2191, o|H| 2191, 717t 219l)
0 OAuth2 7+ 8249 A

Resource Owner 2| AN AFAE (AFE XD
Client 15 ¢ eet= M (e.g. React, Android )
Authorization Server O1Z5 5! Access Token Z & AH| (Google, Naver)

Resource Server H3 =l XA API (e.g. /api/user, /api/profile)



OAuth?2

o OAuth2 215 S & (Authorization 7| &)
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15 A B 7} Authorization Code & &

=20 E = Authorization Code -> Access Token %t
S2}0|HE = Access Token2 2 API(Resource Server) &=



Spring Security OAuth2 Client

o Spring Security Google 212122 JWT = 7HX| St H,
HX Google API Consoled|A OAuth2 2ci0|HE 5=
1. Google Cloud Console %
https.//console.cloud.google.com/apis/credentials
2. OAuth2.0 Client ID 4

ApplicationType: Web Application

Authorized redirect URI:
http://localhost:8080/login/oauth2/code/google

3. Client §& =9l
CLIENT_ID & CLIENT_SECRET




Spring Security OAuth2 Client

O application.properties &7

= Google Cloud ConsoleO|A &g 22 CLIENT_ID & _SECRET
# OAuth2 (Google)
spring.security.oauth2.client.registration.google.client-
iId=YOUR_GOOGLE_CLIENT_ID
spring.security.oauth2.client.registration.google.client-
secret=YOUR_GOOGLE CLIENT SECRET
spring.security.oauth2.client.registration.google.redirect-
uri={baseUrl}/login/oauth2/code/{registrationid}
spring.security.oauth2.client.registration.google.scope=profile,email
spring.security.oauth2.client.registration.google.client-name=Google

spring.security.oauth2.client.provider.google.authorization-
uri=https://accounts.google.com/o/oauth2/v2/auth
spring.security.oauth2.client.provider.google.token-
uri=https://oauth2.googleapis.com/token
spring.security.oauth2.client.provider.google.user-info-
uri=https://www.googleapis.com/oauth2/v3/userinfo
spring.security.oauth2.client.provider.google.user-name-attribute=sub



Spring Security OAuth2 Client

o Spring SecurityOf] A7

@Configuration
@EnableWebSecurity
public class SecurityConfig {
@Bean
public SecurityFilterChain securityFilterChain(HttpSecurity http) throws
Exception {
http.oauth2Login(login -> login
loginPage("/login")
failureUrl("/loginzerror") // 291 A1 A| C}A| login.htm| EIEH &
.userlnfoEndpoint(userinfo ->
userlinfo.userService(customOAuth2UserService))
successHandler(oAuth2LoginSuccessHandler) // JIWT &

);
return http.build();



Spring Security OAuth2 Client

@Service @RequiredArgsConstructor
public class CustomOAuth2UserService extends DefaultOAuth2UserService {
private final MemberRepository memberRepository;
private final JwtTokenProvider jwtTokenProvider;
@Override
public OAuth2User loadUser(OAuth2UserRequest userRequest) throws
OAuth2AuthenticationException {
OAuth2User oAuth2User = superloadUser(userRequest);
String email = oAuth2User.getAttribute("email");
String name = oAuth2User.getAttribute("name");
Member member = memberRepository.findByUserld(email)
.orElseGet(() -> memberRepository.save(Member.builder()

.memberType(MemberType.GOOGLE).build()));

String token = jwtTokenProvider.createToken(member.getUserld(), List.of("ROLE_USER"));
Map<String, Object> attributes = new HashMap < >(oAuth2User.getAttributes());
attributes.put("jwt", token);
return new DefaultOAuth2User(

Collections.singleton(new SimpleGrantedAuthority("ROLE_USER")),

attributes,

"sub"

} }



Spring Security OAuth2 Client

@Component

@RequiredArgsConstructor
public class OAuth2LoginSuccessHandler implements AuthenticationSuccessHandler {

private final JwtTokenProvider jwtTokenProvider;

@Override
public void onAuthenticationSuccess(HttpServletRequest request,
HttpServletResponse response,
Authentication authentication) throws IOException {
OAuth2User oAuth2User = (OAuth2User) authentication.getPrincipal();
String email = oAuth2User.getAttribute("email");

String jwt = jwtTokenProvider.createToken(email, List.of("ROLE_USER"));

// 291 2 SwaggerZ 2|CIO|HE
//response.sendRedirect("/swagger-ui/index.html");



Spring Security OAuth2 Client

o AREAF el 2391 HO|X|0 Google 212! = F7t
<div class="login-box">
<a th:href="@{/oauth2/authorization/google}">
<button class="google-btn">Google 2 19l</button>

</a>

</div>

o Google 219 5 &
= AFEXL -> login.htmlO| A Google 291 HHE &
-> "/oauth2/authorization/google”
-> [Google OAuth2 2/&] -> redirect "/login/oauth2/code/google”
-> Spring Security?} access token 5! AF2X HE 2H
-> CustomOAuth2UserService -> AMEXL S5 + JWT 44
-> OAuth2LoginSuccessHandler -> JWT & 27191 2t&



Spring Security Exception Handling

o 15 % Cl7t Hiff He|
s Q15 A1 AuthenticationEntryPoint
m QI7} Al AccessDeniedHandler

http.exceptionHandling()
.accessDeniedPage("/access-denied")
.authenticationEntryPoint(customEntryPoint);



Spring Security Test

0 EQHHAE QM
» 20 HIOf/dS AlLiE[2
CI7LEl AFEXIEE 2|aA M2 7Hs =0l

. =
n ¢ HAE
= AX Security 81 & MVC 28 A
o thR| HAE
= @WithMockUser= Ar&5tY Q5= HAHAE F¢

@WithMockUser(username = "user1”, roles = {"USER"})
@Test
void testAccessWithUserRole() throws Exception {
mockMvc.perform(get("/user/profile"))
.andExpect(status().isOk());



Spring Security Test

@SpringBootTest
@AutoConfigureMockMvc
public class SecureApilntegrationTest {
@Autowired
private MockMvc mockMvc;
@Test
void testUnauthenticatedAccessDenied() throws Exception {
mockMvc.perform(get("/admin/dashboard"))
.andExpect(status().isForbidden());
}
@Test
void testWithSecurityContext() {
UsernamePasswordAuthenticationToken auth =
new UsernamePasswordAuthenticationToken("admin", "password",
List.of(new SimpleGrantedAuthority("ROLE_ADMIN")));

SecurityContextHolder.getContext().setAuthentication(auth);
/| HIAE 25 53
}
}



pom.xml for Spring Security

<dependencies>

<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-security</artifactld>

</dependency>

<dependency>
<groupld>org.springframework.security </groupld>
<artifactld>spring-security-test</artifactld>
<scope>test</scope>

</dependency>



pom.xml for Spring Security

<I--JWT -->

<dependency>
<groupld>io.jsonwebtoken</groupld>
<artifactld>jjwt-api</artifactld>
<version>0.11.5</version>

</dependency>

<dependency>
<groupld>io.jsonwebtoken</groupld>
<artifactld>jjwt-impl</artifactld>
<version>0.11.5</version>
<scope>runtime</scope>

</dependency>

<dependency>
<groupld>io.jsonwebtoken</groupld>
<artifactld>jjwt-jackson </artifactld> <!-- or jjwt-gson -->
<version>0.11.5</version>
<scope>runtime</scope>

2 IAARANRAAR A~



pom.xml for Spring Security

<!-- Google OAuth2 -->

<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-oauth2-client</artifactld>

</dependency>

<!-- Swagger Ul with Springdoc for Spring Boot 3.x+ -->

<dependency>
<groupld>org.springdoc</groupld>
<artifactld>springdoc-openapi-starter-webmvc-ui</artifactld>
<version>2.8.8</version>

</dependency>

</dependencies>



Configuration

@Configuration
@EnableWebSecurity // Spring Security 282 2743510 SecurityFilterChain AF&7ts
public class SecurityConfig {
@Bean
public PasswordEncoder passwordEncoder() { return new BCryptPasswordEncoder(); }
@Bean
public SecurityFilterChain filterChain(HttpSecurity http) throws Exception {
http.csrf().disable() // csrf E2 H|2Hd 3}

.authorizeHttpRequests((authorize)-> authorize.requestMatchers("/", "/login",
"/signup”, "/members").permitAll()

requestMatchers("/delete/**", "/changepw/**").authenticated() // £=
.anyRequest().authenticated())

formLogin((form) ->form.loginPage("/login")
loginProcessingUrl("/login") // Security7} 2191 Tl
.defaultSuccessUrl("/").permitAll()
Jogout((logout) -> logout
JlogoutRequestMatcher(new AntPathRequestMatcher("/logout"))
JlogoutSuccessUrl("/")
return http.build();



UserDetails 194

@Entity@Data@AllArgsConstructor
public class Member implements UserDetails {
@Id @GeneratedValue(strategy=GenerationType.IDENTITY)
private Long id;
private String userld;,  private String password;  private String email; ...
@Override

public Collection<? extends GrantedAuthority> getAuthorities() { return List.of(new
SimpleGrantedAuthority("ROLE_USER"); }

@Override

public String getPassword() { return password; }
@Override

public String getUsername() { return username; }
@Override

public boolean isAccountNonExpired() { return true; }
@Override

public boolean isAccountNonLocked() { return true; }
@Override

public boolean isCredentialsNonExpired() { return true; }
@Override

public boolean isEnabled() { return true; }



UserDetailsService 7+<1

public interface MemberRepository extends JpaRepository<Member, Long> {
Optional<Member> findByUserld(String userld); // userldE £2|
void deleteByUserld(String userld); // userldE AHA

}

@Service

@RequiredArgsConstructor

public class MemberService implements UserDetailsService {
private final MemberRepository memberRepository;

@Override
public UserDetails loadUserByUsername(String username) {
return memberRepository.findByUserld(username)
.orElseThrow(() -> new lllegalArgumentException((username)));



